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HACKTIVITY

The IT Security Festival in Central and Eastern Europe
October 20-21. 2017, MOM Cultural Center, Budapest
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The Hacktivity conference brings together
the official and alternative representatives
of the information security profession with
those interested in this field in an informal
and informative, and sometimes deeply
technological way.

900+ people

Austria France
Belgium Hungary
Cyprus Germany
Czech Republic Ireland

Finland Italy

IELED!
Lithuania
Netherlands
Norway
Poland

IT security experts of companies, security
managers, professionals preparing for decisions,
Professors and students of universities and
colleges involved in IT education,

Private individuals interested in IT security,
Professional IT organizations.

Companies and their representatives

- Private individuals

South-Korea
Romania
Russia
Slovakia
Slovenia

Students in IT education

Switzerland
Turkey

United Kingdom
USA
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COSTIN RAIU / keynote

ZOLTAN BALAZS

ZOLTAN WOLLNER

TRAVIS GOODSPEED

LEIGH-ANNE GALLOWAY

BALINT VARGA-PERKE (Buherator)
ZOLTAN BALAZS

HARMAN SINGH

ATTILA SZASZ & GERGO HOSSZU

OMAR EISSA
CSABA FITZL

MATEUSZ OLEJARKA

ROLAND KAMARAS

JULIEN THOMAS

CSABA FITZL

BALAZS BENCSIK, BALINT VARGA-
PERKE (Buherator), CSABA
KRASZNAY & DOJCSAK DALMA
IGNAT KORCHAGIN

HAROON MEER / keynote
TOBIAS SCHRODEL
ADRIAN VOLLMER
MEHMET INCE

BEN SERI & GREGORY
VISHNEPOLSKY

ANTO JOSEPH

DMITRY YUDIN

KIRILS SOLOVJOVS
GABOR SZAPPANQS

HACKCENTER

APT Paleontology in the age of cyber

How to hide your browser 0-days

Behind the Rabbit and beyond the USB

Some Thoughts on Literate Disassembly and Symbol Porting

Money makes money: How to buy an ATM and what you can do with it

Corrupting Ancient Spirits — Penetration Testing Oracle Forms

How to pwn a Windows domain?

Active Directory Threats & Detection: Heartbeat that keeps you alive may also kill you!
Dive into Magenta — fuzzing Google's new kernel

Network Automation is not your Safe Haven: Protocol Analysis and Vulnerabilities of Autonomic Network
Exploit generation with WinDGB

REST API, pentester's perspective

Locky — anti-analysis techniques used by the ransomware

Limitations of Android permission system: packages, processes and user privacy

How to convince a malware to avoid us?

Ethical hacking in Hungary: Roundtable discussion (in Hungarian)

Exploiting USB/IP in Linux

Time to play ,D"

Hacking drones and buying passwords in the Darknet

Attacking RDP with Seth — How to eavesdrop on poorly secured RDP connections
A heaven for Hackers: Breaking Log/SIEM Products

BlueBorne Explained: Exploiting Android devices over the air

Bug hunting using symbolic virtual machines

PeopleSoft: HACK THE Planet”W university

Tools for effortless reverse engineering of MikroTik routers
Office Exploit Builders



DANIEL SZPISJAK Hello XSS Defense in Depth
PETER ZSIROS Hello Websecurity
PETER ZSIROS Hello Suricata IDS
ZOLTAN ABONYI Hello BadUSB with Arduino

HackCenter was the heaven for hackers who wanted to solve some exciting
challenges, share their thoughts with each other, looked for a solution to a specified
problem, or just had questions in a certain topic. The team of HackerSpace Budapest
and HackerSpace Szeged alongside with SecurelTeam were on site to contribute

to the work and to provide some gripping challenges.
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Gold sponsor:

Silver sponsors:

Bronze sponsor:

Technical partners:
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Job sponsor: @_@

renipmi

IBM
Budapest Lab

(3 Check Point

= SOFTWARE TECHNOLOGIES LTD

avatao

Brill AV 1))

MOM

KULTURALIS
KOZPONT
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PROFESSIONAL PARTNERS

qYwsw

www.hwsw.hu

=== SYSADMINFORUM
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hsbp.org

HSACA

Budapest Chapter

> DUNAUJVAROSI EGYETEM
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UNIVERSITY OF DUNAUJVAROS

SZT14

ANdrobic
MAKRAR4

ASVAINFO
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PECSI TUDOMANYEGYETEM
UNIVERSITY OF PECS

% Obudai
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Blztonsagportal
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Az informatika zeme
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ONLINE
Vilaggazdasag.hu
HWSW.hu
Androbit
Biztonsagportal
Biztonsagportal
IT Cafée

Anti Virus Blog
Port.hu

Zene.hu
Hiradd.hu
Medium.com
Asva.info
Rootshell blog

Utazzitthon.hu
Fesztivalkalauz
Hirfal.hu

Friss Hirek
Hirek.ma

Friss Hirek.hu
Esemény Menedzser
Socfest
ItthonOtthonVan
Bumm.sk: (Felvidék)
MM Online
Alfahir.hu
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Daily newspapers from the countryside (online and print as well):

Szoljon.hu
Sonline
Baon.hu
Heol.hu
Duol.hu
Zaol.hu
Veol.hu

RADIO (100-120 appearances on 25 radio stations)

Csaba Radio Békés megye

Gong Radidé — 7 megyében Bajatol Budapestig, Szegedtdl Kecskemétig
Radi6 Erd Fm

Mega Radio Békés megye

Forras Radio Tatabanya (Komarom-Esztergom megye)
Sunshine Fm Nyiregyhaza

Trio Radio Jaszberény és térsége

Slager Fm Budapest és Pest megye

Halas Radio Bacs-Kiskun megye

Campus radio Debrecen

Vorosmarty radio Székesfehérvar és Fejér megye

Méz Radio VVeszprém

Lanchid Radio

TELEVISION: (2 appearance, Hiradd with 4 repeats)
Magyar 1 Hirek — él6 bejelentkezés
Petofi TV

Klubradio

InfoRadio

Radio1

Amadeus Szolnok

Antritt Szekszard

Kossuth

Bartok

Petofi

Radio Most Kaposvar - Somogy Megye
Karc Fm Budapest

Amadeus Radio Szolnok megye
MiRadionk Békés megye

Pont Radio Szolnok megye
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ACKNOWLEDGEMENT

We would like to thank

all our partners, sponsors,
participants and friends
who helped us organize
Hacktivity in 2017.

THE HACKTIVITY TEAM OF ORGANIZERS IN 2017:

Event organizers: Attila Marosi-Bauer, Daniel Klod, Gabor Spitzhiitel

Programme Committee: Attila-Marosi Bauer, Zoltan Balazs, Sandor Nemes, Gabor Szappanos
Staff Members: Tamas Kiss, Gabor Katus, Péter Balogh

Managing Director: Attila Marosi-Bauer

PR, Marketing, Sponsorship, Communication: Daniel Kloo

Financial Manager, Communication: Gabor Spitzhitel

Academic ambassador: Dr. Csaba Krasznay

Games: Avatao, HackerSpace Budapest, HackerSpace Szeged, SecurelTeam

www.hacktivity.com

General information: info@hacktivity.com
Facebook: www.facebook.com/hacktivity
Twitter: twitter.com/hacktivityconf



Seeyou In

2018!



BUDAPEST

BSIDESBUD2018 IS LOOKING FOR SPONSORS!

The team of Hacktivity is working hard on

the next BSidesBUD conference that is going to
take place on 1st March, 2018. The last event
was a huge success but according to the plans,
BSidesBUD2018 will be even bigger. Click here
to download the follow-up of BSidesBUD2017!

Next year there will be one English and one
Hungarian session in paralell. This time we are
looking for Hungarian speakers as well who
are not confident enough with their English
presentation skills or have topics that are
specified only in the Hungarian market

of IT security.

INTERNATIONAL
IT SECURITY CONFERENCE
1st MARCH, 2018

The visitors of BSidesBUD2018 can apply for
useful workshops again and in the end of

the day there will be a party for the exhausted
hackers to have some fun.

If you are interested in sponsoring
BSidesBUD2018 please contact us via e-mail:
info@bsidesbud.com


https://2018.bsidesbud.com/wp-content/uploads/2017/01/bsidesbud2017_follow_up.pdf

