CONSUMER SECURITY
RISKS SURVEY

FROM SCARED TO AWARE:
DIGITAL LIVES IN 2015

KASPER§KY?



Contents

INEFOAUCTION ... 1
MAIN FINAINGS ..ottt 2
[ [=]1 g ToTe (o] (oo V2P PP PPPPPPPPPPPPP 3

Section 1.
Section 2.
Section 3.
Section 4.
Section 5.
Section 6.
Section 7.

Section 8.

(DY ot U EST= Vo = PRSP 4
Online and on the move: INternet actiVity .................euevueiiiiimiiiiiiiiiii. 6
The connected treasure chest: what is stored on deviCes............cccoccvvvvveeeeenn. 12
Risk: damage, loss or the theft of deviCes............coovvvviiiiiiiiiiii 16
(DY ot =N o] o) (=Tox 1T0] o WP PTPPTR SR 18
Protecting other PeopIe...........oooviiiiiiii 22
Risk: malware, identity theft and financial incidents ..............cc.ocoooiiiiieenneee, 25

AAWATENESS OF T1SK ettt e e e e e aanns 30

(@10 [¢1 111710 ] o I TP 33



Introduction

In 2015, just under half (43%) the world’s population has an Internet connection: 3.2 billion
people, compared to 2.9 billion in July 2014.

The Internet brings communications, shopping, entertainment, news, education, work and
more to anyone, anytime, anywhere and on any device. But our threat research shows that
these same channels can be, and increasingly are also used by criminals, malicious
attackers, terrorists and even bullies. Some are simply out to hurt, disrupt or destabilize;
others are after money or identities; and a few of the most dangerous have set their sights on
political or business intelligence or even critical national infrastructure such as electricity
networks. In one way or another, everyone is at risk.

And all those people and groups with malicious intent keep a close eye on evolving digital
technology. Every new development, every new device and every new operating system is
explored for vulnerabilities. They also exploit human behaviour, such as a lack of digital
literacy and an innate tendency to trust.

In order to better understand how Internet users across the world perceive, prepare for and
are impacted by current online threats, Kaspersky Lab, together with research company B2B
International, undertakes a comprehensive annual global research study. The study explores
device ownership and Internet use, as well as awareness and experience of current
cyberthreats.

Analysis of the study findings and the ability to track some of them across recent years
enables Kaspersky Lab to monitor improvements and setbacks and to identify areas where it
can provide support, so that people across the world feel more empowered to protect what
matters most to them.

See this link for the report from the previous study.
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https://securelist.com/analysis/quarterly-malware-reports/69872/it-threat-evolution-in-q1-2015/
https://press.kaspersky.com/files/2014/08/Kaspersky_Lab_Consumer_Security_Risks_Survey_2014_ENG.pdf

Main findings

Consumers use different devices on different platforms to go online

e Two-thirds (67%) of the Internet users surveyed use several devices to go online,
including smartphones, tablets, laptops and desktops; and 23% mainly uses a
mobile device to access the Internet at home

Users go online at home, while travelling, at work, in cafes, shops and elsewhere

e 13% of consumers use public Wi-Fi to log onto websites and accounts, and 8%
uses them to shop or bank online

Users store important information on devices

o 88% stores private or personal information on digital devices; 48% stores
passwords or account login details and 28% stores financial data — the estimated
median value of replacing all digital assets stored on devices is $682

However, they often fail to protect their personal privacy and identity

o Just 36% has implemented strong privacy settings — and 13% doesn’t take any
precautions at all

o 42% has shared online their contact details or a picture of themselves (45%), and
30% has revealed their date of birth or address; up to a fifth has shared explicit
content

Digital devices are being lost, damaged or stolen — particularly among the young

¢ One in seven (14%) respondents has lost a device or had it stolen, and 12% has
damaged a device. 15% of the data lost was never recovered

Users are concerned about the threats facing older people and children

e Adults worry that older relatives may not know how to protect themselves from
malware (52%), online scams (50%), theft (45%) or dangerous strangers (23%)

o Half of parents believe that online threats to their children are increasing — but 20%
takes no specific action to keep them safe

Users and their acquaintances encountered many cyberthreats online in the last 12 months

e 45% has encountered malware and 44% say they know of others who have been
affected

o 25% has experienced account hacking, and 32% say they know of others who
have been affected

o 48% has experienced a financial threat, and 42% know of friends, colleagues or
family members who have been affected

Consumer Security Risks Survey 2015 v.Q
B2B International with Kaspersky Lab h A _U



Methodology

The study was conducted online by B2B International in June 2015. Users from 26 countries
were surveyed online, up from 23 in 2014.
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A total of 12,355 people aged 16 and over were surveyed (11,344 excluding China), equally
split between men and women. One in three (29%) was aged under 24, 26% was aged
between 25 and 34, 19% was aged 35 to 44, 14% was aged 45 to 54, and 12% was aged 55
and over. Just under half (42%) of those surveyed had children aged 16 or younger in the
household.

The data was weighted to be globally representative and consistent. Data from China has
been removed from some of the global results due to its high overall weighting and marked
difference in attitude and behaviour compared to most of the other geographies surveyed.

Not all the survey results have been included in this report. To find out more please
contact Kaspersky Lab.
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Section 1. Device usage

Two-thirds (67%) of the Internet users surveyed use several devices to go online. Although
for 70% the PC continues to dominate Internet access at home, for 23% online access is
mainly through a mobile device.

And on which of the following devices do you spend | . .
the most time accessing the Internet at home? [di 6 A’l
PC [ | Smartphone M Tablet Mac M Other Laptop (Chromebook etc.)

However, traditional devices and operating systems retain a dominant presence, even
among multi-device users. PCs make up 89% of desktops and laptops used, while Apple
computers make up just 10%.

When it comes to tablets, the field is more even with Apple iPads accounting for 42% and
Android-based tablets for 48% of the tablets used globally. Six in ten (59%) smartphones
used to access the Internet are Android devices, while a third (33%) is iPhones.

Main Desktop / Laptop Main Tablet Main Smartphone
3% 5% 3%

4% 2% Laptop / notebook /
L m Laptop | B Android tablet ag ¢ M Android smartphone

netbook / ultrabook PC
M Desktop PC

M Apple iPad B Apple iPhone

M Apple MacBook Windows 8 tablet Windows Phone

Apple Mac Desktop Other tablet Other Smartphone

Other laptop

The growing use of mobile and portable Internet-enabled devices, as well as the spread of
next-generation networks, makes it ever easier for consumers to go online anytime and
anywhere; and they are embracing the opportunity to do so. A quarter (26%) spends over
four hours a day online — rising to 30% of 16-24 year olds — and one in six (15%) manages
six hours. The median time spent online is 18 hours a week:

Less than 2 hours
2 to 5 hours
5to 9 hours

M 10to 19 hours

M 20 to 29 hours

W 30 to 39 hours

M 40 to 49 hours

B 50 or more hours

4% 12% 16% 1% 5% 10%
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This Internet activity is taking place in bed, at work, while travelling on public transport, in the

car and even in the bathroom.

26%
26%

22%
21%
21%

15%

25%

15%
14%
13%

12%

4%
9%

4%
4%

14%

1%

7%
6%
6%
5%
re%
5%
4%
4%
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Android Laptop PC iPhone Android Tablet iPad
Smartphone
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MacBook Windows Windows 8 Other Other Other
Phone Tablet Smartphone Laptop Tablet
M In bed M At a place of work In the car On public transport In the bathroom

One in six (15%) Android device users take their phone into the bathroom, as do 9% of
iPhone users and a surprising 4% of laptop (and tablet) users. Those aged 16 to 34 are, at
39%, 2.5 times are as likely as those over 45 to take their device into the bathroom.
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Section 2. Online and on the move: Internet
activity

Consumers’ primary online activities include email, online shopping, news, social media,
banking and entertainment such as films and gaming — although devices are also used for
payment transactions, education and even online dating.

Desktop / Laptop Tablet

Activity Any Device Computer Smartphone
E-mail 85% 86% 77% 83%
Working 73% 76% 63% 58%
Using social media sites 67% 65% 61% 70%
Online shopping 66% 70% 48% 41%
Reading news, articles, books, etc. 66% 66% 62% 62%
Online banking 60% 61% 427% 44%
Watching movies / videos online 54% 54% 51% 37%
Downloading software/ applications 51% 49% 42% 50%
Instant messaging / video calling 48% 44% 44% 51%
Education / learning 44% 46% 43% 29%
Using online payment systems / wallets 42% 44% 28% 27%
Online gaming 40% 37% 39% 37%
Uploading / Sharing media 37% 36% 32% 33%
Online data storage 35% 35% 33% 27%
Visiting online dating websites 13% 12% 15% 9%
Other activities 1% 1% 1% 1%

The communications methods used range from the well-established such as telephone calls,
email and text messaging to social media, mobile message and VOIP:
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Telephone calls R 2.
E-mail |, 48%

sMs/MMS / Text message [ 46%

Social media platorms | NNRNRNEGEGENE 372
Mobile messaging app  [[NNRE I 25°%
VOIP / Skype calls | 15%

Other communications apps  [JJll 4%

Other [l 2%

None of these 1%

The study found that concerns about the security of some online communications channels
do not prevent consumers from using them. For example, a quarter uses messaging apps
such as WhatsApp and Facebook messenger, even though 50% regards them as insecure.

The communications methods used most by consumers to stay in touch tend to be the most
well-established ones: phone calls (used by 62% of respondents), SMS/MMS text messaging
(46%), and email (45%). These are also perceived as the most secure.

% Who

Don’t Think
It Is Secure

Photo messaging (e.g. Snapchat) 14% 32% 24% 70%
Instant messaging applications
(e.g. Facebook Messenger, Whatsapp) 15% 35% 13% 62%
Audio calls using popular voice-over-1P I o o 5 G o 5
(VOIP) services, e.g. Skype 10% 29% 22% 29% 10% 61%
Video chat calls using services such
as Skype, Google Hangouts etc. 11% 31% 18% 60%
SMS /MM messages 10%  30% | 12% 52%

Mobile telephone / cellular calls | 10% 28% 10% 49%
Telephone calls over a fixed line (landline) | 8% 21% 10% 39%
Not at all secure Quite unsecure Do not know / cannot say W Quite secure B Very secure

Most online communications activity takes place when users are at home. Outside the home
environment, users see little difference between work, travelling, shopping or socialising. For
example, 20% communicate via mobile messaging while on the move and 18% do so while
at work.
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57%

27%

26%

Telephone calls E-mail SMS/MMS/ Text  Social media platforms

message (e.g. Facebook,

VKontakte)
23% )
18% 20%

13%
il o 3% 29 2% 1% 1% 1%
Mobile messaging app  VOIP / Skype calls Other Other
(e.g. WhatsApp, communications apps

Google Hangouts)

M At home M At work B When travelling / out of home

Women prefer to communicate via social media (41%, compared to 35% of men), while men
are more likely to prefer VOIP/Skype (17% compared to 14% for women.)

Those aged 45 and over prefer the more traditional channels of phone (68%) and email
(67%); leaving texting (52%), social media (45%) and mobile messaging (34%) to be
dominated by those aged 16-34 and smartphone users.

The work-life balance of devices

The study shows the extent to which consumers are using personal devices for work and
devices owned or provided by work for personal activity. The boundaries between work and
personal device use are blurring, and study reveals some of the potential security risks
associated with this.

Provided By Employer Personal: Used For Work

6% N  opopec I 13%

6% MMM  Descoppc N 11%
1% Ml Android smartphone NN 7%
1% 0 Apple iPhone 7— 4%
1% B  Android tablet - 2%
1% N Apple iPad - 2%

1%  Apple MacBook J- 2%
1% B Apple Mac Desktop . 1%
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Around one in seven (13%) respondents uses a personal laptop for work, and 6% uses a
work-provided one for personal activities. Similarly, 7% uses their own Android smartphone
and 4% their own iPhone for work.

Work device users tend to be more active overall. For example, 41% of those with
smartphones that are used for or provided by work use their device for online shopping,
compared to 32% of general smartphone owners. Similarly, online payments are undertaken
on 27% of work smartphones compared to 20% of general ones.

Perhaps more surprising is the popularity of online dating websites among those who use
their devices for work — 15% of work tablet users visit online dating websites, compared to
8% of general tablet users.

Desktop / Laptop

Activity Any Device Computer Tablet Smartphone
E-mail 85% 86% 77% 83%
Working 73% 76% 63% 58%
Using social media sites 67% 65% 61% 70%
Online shopping 66% 70% 48% 41%
Reading news, articles, books, etc. 66% 66% 62% 62%
Online banking 60% 61% 42% 44%
Watching movies / videos online 54% 54% 51% 37%
Downloading software/ applications 51% 49% 42% 50%
Instant messaging / video calling 48% 44% 44% 51%
Education / learning 44% 46% 43% 29%
Using online payment systems / wallets 42% 44% 28% 27%
Online gaming 40% 37% 39% 37%
Uploading / Sharing media 37% 36% 32% 33%
Online data storage 35% 35% 33% 27%
Visiting online dating websites 13% 12% 15% 9%
Other activities 1% 1% 1% 1%

The security implications of this are clear. Consumers who use their connected devices for
work, use them more for everything. This does not just increase their own exposure to risk,
but often that of their employer too.

Wireless without a safety net

The study found that for all device users wireless networks play a key role in enabling online
activity both at home and while out and about. Eight in ten (82%) have a Wi-Fi access point

Consumer Security Risks Survey 2015 P v.ﬂ
B2B International with Kaspersky Lab M _U



10

installed at home. Laptop users are most likely to connect over Wi-Fi at home (69%), as are
tablet users (35%), with far fewer using Wi-Fi, 3G or 4G/LTE networks while out and about.

Not surprisingly, highly portable smartphones are widely used to connect to the Internet at
home and elsewhere. 48% connects over home Wi-Fi networks and the same proportion
goes online over 3G and next generation 4G/LTE networks. A third uses a Wi-Fi access point
at a trusted location (36%) and free public Wi-Fi (37%).

82%

8% gy, 8%

Free public Wi-Fi Paid public Wi-Fi Wi-Fi access point 3G /4G (LTE) Wi-Fi access point
at home mobile network access  at trusted location
[l On Any Device M Laptops Tablet M Smartphone

A worrying 13% of consumers use public Wi-Fi to log onto websites and accounts, and 8%
uses them to shop or bank online. Just one in four (26%) says that when using public Wi-Fi
they limit their activities to things that are safer.

Limit my activities to things that are
safer in terms of online security

| take care to check that the Wi-Fi
network is secure

26%

18%

Log into websites / accounts 13%

Increase the security settings on my device

when | am using public Wi-Fi 12%

Use online shopping / internet banking /
online payments sites

8%

| use a VPN /secure browsing application

. ; . 5%
to increase my level of online security

The use of insecure Wi-Fi networks is likely to reflect their convenience, cost-effectiveness
and generally fast download speeds — all highly attractive to today’s connected, mobile
consumer. A third (37%) of all device owners connect to the Internet over public Wi-Fi while
in a café or restaurant and 24% connects in shops and shopping centres. Smartphone users
are most likely to connect in cafés/restaurants (29%) and shops (20%).
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37%

9% 9%

Cafés / bars / Shops / shopping In public At transportation At places
fast food restaurants centers buildings hubs of education

16%
14% B On Any Device

M Laptops (incl. MacBooks)

% 7%

6% 6%

' Tablet
2% 1.4% 1.6% 1% o 1%
i B M Smartphone
Municipal / city-wide On public Other Do not know /
Wi-Fi networks transport cannot recall

Consumer Security Risks Survey 2015 P v_n
B2B International with Kaspersky Lab M _U



Section 3. The connected treasure chest:
what is stored on devices

The study explored the potential risks facing the personal data increasingly stored on
Internet-enabled devices. It found that 88% of respondents store some form of private or
personal information on their digital devices. Around half (48%) store passwords or account
login details and 28% stores financial data - information that could be of immense value to

criminals.

Photos / videos / music / ebooks
Personal email messages

Address book/phone contacts

Files for personal use

SMS or MMS

Files for work use

Work emails messages

Passwords for personal e-mail accounts
Passwords for personal online accounts
Sensitive info | would not want others to see
Banking details

Other payment credentials

Passwords for your work email account

Passwords for work VPN / intranet access

I 72%
I 62Y%
I 56
I 5%
I 9%
I 7%
I 34%
I 34%
I 3%

I 257%

I 23%

I 20%

I 19%

B 12%

Any Financial Data [ 28%
Any Passwords Or Account Details / Logins [ 48%
Any Private/Personal Information [ 88%

Many of those surveyed now understand this: around half says that the most worrying
information cybercriminals could get hold of are their account passwords (47%) and financial
assets (46%), followed by details of where they live (34%) and private pictures and videos

(24%).

12
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Account passwords

Financial assets

Information about where you live / your location
Private pictures / videos

Contacts

Information about your private life

Personal notes and documents

Professional / work files

Websites visited

Other

None of the above

I 7%
I ¢
I 3+
I 24%
I 20%

I 5%

I 6%

I 1%

-

|0,2%

I 6%

The loss of information stored on a device can have financial as well as emotional and
practical consequences. The study found that the estimated median value of replacing all
digital assets stored on devices is $682.

The study also found that personal information and images are being shared freely from
Internet-enabled devices — not just about the users themselves, but about other people.

For example, while 45% has shared a picture of themselves, 36% has shared an image and
16% a video of someone they know. One in ten (9%) has shared a document containing
private or personal information about someone else, compared to 14% doing the same with
their own information. Nearly half of those surveyed (42%) has shared their own contact
details and 30% has revealed their date of birth or address.

Consumer Security Risks Survey 2015
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A photo of yourself |G 45%
Contact details (phone number, e-mail etc.) |G 42%
A photo of someone else you know [ 36%
Some other photo |G 32%

Basic personal details (date of birth, address etc.) || 30%
More detailed personal information | 23%
Docments: Work-related / commercial information | 22%
Some other video | 18%
Anything private / secret about yourself - 16%
A video of someone else you know - 16%
Documents: Containing private / personal information about you - 14%
A video of yoursel [ 14%
Documents: Containing private / personal information about someone else - 9%

Financial details (e.g. bank account) - 8%

Much of this information is shared only with friends and family, but colleagues and others
account for a small but significant share. For example, 16% have shared personal contact
details with colleagues and 4% has made public a photo of someone they know.

Up to a fifth of consumers have shared explicit content — with 20% sharing through a mobile
messaging app, 19% by text and 17% through social media; despite their clear concerns
about the security of such platforms.

Through Any Channel 17% 1%

Mobile messaging app

(e.9. WhatsApp, Google Hangouts) 20% 10%

SMS / MMS / Text message 19% 6%

Social media platforms

0, 0,
(e.g. Facebook, VKontakte) 17% 5%

E-mail 13% 6%

Yes Do not know / cannot say B No

This contradiction between what people fear and what they do regardless of those fears can
also be seen elsewhere. Half (54%) worries that sharing information will result in a secret
being exposed, 49% worries about identity theft, and a third worries about embarrassing or
offending someone and the risk of damaging personal relationships. Yet just 36% of

Consumer Security Risks Survey 2015 P v.ﬂ
B2B International with Kaspersky Lab M _U



15

respondents have implemented strong privacy settings to ensure only trusted people can
see, and 19% takes no special action to protect their privacy and keep personal information

safe.

22% has accidentally disclosed confidential information, and for around half of them there

have been consequences:

Loss of personal reputation

Lost friends

Bullying / harassment

Suffered financial losses

Medical issues / worry / anxiety

Break up of a relationship / divorce
Lost job/ job opportunities

Affected credit rating / insurance costs
Other

None of these

Not willing to disclose

I 25"
e ——
I 7%
— 5.
I 1%
— 37
I 1%
— 2

I 3%

—
5.

Sharing doesn’t stop at information; consumers also share their devices with others. Around
a quarter is happy to let people they live with go online using their primary device. Security
for shared devices is varied and includes protecting files with passwords (used by 30%),
setting up separate user accounts (25%) or a specialist protection solution (11%). Over a
guarter (28%) believes there is no risk, so doesn’t do anything.
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Section 4. Risk: damage, loss or the theft of
devices

In the last 12 months, one in seven (14%) respondents has lost a connected device or had it
stolen, and 12% has damaged a device. 15% of the data lost was never recovered,

Younger respondents were the most affected, with 17% of those aged under 24 losing a
device and 13% having it stolen — around twice as many as older age groups.

Laptop PCs and Android mobiles were the most affected devices:

% of all consumers surveyed % loss, stolen or damaged for each device type
Laptop PC etc. | 2% 9% 18%  14% | 14%
Android tablet | 1% 1% EAREA 4% 12% 23% 22% 23% 20%
iPad | 1% 1% ] 3% 13% 25% 33%
macgook | | Sl =% 2% 21% 26%
Apple iPhone | il 2% 1%  12% 34%
Windows & tablet [ 2% 15% 18% 26%
Windows Phone I 1% 30% 9% 23% 20% 19%
Moo et Soendevice Wl o ety M Recovered ceta

For three quarters (77%) of respondents the loss or theft of a device turned out to have far-
reaching consequences.

As result, a quarter (27%) found their online accounts hacked into - rising to 32% of those
aged under 24. 25% discovered that personal or secret information had been leaked, 24%
permanently lost valuable personal information such as photos that had not been backed-up
and 19% realized that financial details stored on the device had been stolen and used.

The study also found that one in five (20%) of those who had suffered a consequence had
been disciplined at work because the missing or damaged device contained business data.

Consumer Security Risks Survey 2015 v_Q
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Online accounts were hacked

Personal / secret information was
found on the device and leaked

Permanently lost valuable personal assets such
as photos, videos etc. (was not backed-up)

Disciplined at work because the device
contained business data

Financial details stored on the device
were stolen / exploited

Cannot afford to replace the device or
replace with something equivalent

Other consequence

None of the above

27%

25%

24%

20%

19%

10%

1%

23%

Consumers reacted to the loss or theft of a device in a number of ways: 41% of respondents
asked their service provider or mobile network operator to block the device, 40% reported its
disappearance to the authorities, 29% undertook a remote data wipe and 15% tried to locate

the device. Around 11% took no action.

Blocked the device through my mobile carrier /
service provider

Reported the lost / stolen device to police /
law enforcement

Remote wiped / erased the device

Contacted my insurance company
for assistance

Try to locate the device using
'find my device' feature

Told my employer about business
data held on the device

Some other action

T —
3
>

17

Consumer Security Risks Survey 2015
B2B International with Kaspersky Lab

"II

41%
40%
29%

19%
15%

10%
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Section 5. Device protection

The 2015 study shows that high levels of connected device ownership and use, as well as a
growing awareness of risk are not matched by an equally high level of protection. Just 58%
of device users protect all their devices with passwords, and a worrying 16% doesn’t
password-protect any.

Around a third of those of with Android smartphones (30%) and tablets (39%), as well as
35% of Windows phone users fail to protect their device with a password, and up to a quarter
say they have no intention of doing so.

In contrast, Apple iPhones, MacBooks and iPads are among the most password-protected,
with 83%, 82% and 75% respectively setting a password — often prompted to do so by the
device upon set-up; as well as 78% of all laptop users.

Laptop PC etc. 5 15%
ey - b

Desktop PC
Android smartphone 23%
Windows Phone 15% 20%
Other Smartphone 26%
Other tablet 23%
Android tablet 29%

[l Password Protected Don't Intend To Protect

Apple iPhone
Apple MacBook
Windows 8 tablet
Apple Mac Desktop

Other laptop

B Intend To Protect Don’t know / not sure

Further, a mere third (30% and 35% respectively), has installed an anti-malware solution on
their Apple iPhone or iPad; while just 56% has done so for their Android smartphone. PCs
and Macs are on the whole far better protected, with 92% installing anti-malware software on
their PC and 64% doing so for their Mac. A fifth (21%) has not installed any security software
on their main device.
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Desktop PC

Laptop PC etc.
Other laptop
Windows 8 tablet
Apple Mac Desktop
Android tablet

 ex R

I U
e Rk
e oo BB
e T REAE

Apple MacBook ‘ 30% 9%
Other Smartphone ‘ 22% 14%
Windows Phone ‘ 25% 11%
Apple iPad ‘ 35% 15%
Apple iPhone ‘ 38% 17%

[l Has AMS Don't Intend To Install

B Intend To Install Don’t know / not sure

Only around half (53%) use the security functions that come with their devices, such as
remote block/find-my-device capability — with smartphone (47%) and tablet (47%) users the
most likely to do this. Similarly, only around a third (38%) set up separate users accounts for
different users and purposes, with laptop (33%) and desktop (36%) users the most likely to
do this. A third would run a scanning and disinfection solution if necessary, although just one
in five would bother to do this for a tablet or smartphone.

Other actions to protect devices and activity on devices include enforcing strong privacy
settings on social media accounts and browsers (39%); turning off location-tracking (34%)
and storing sensitive data on a device that is not internet-connected (28%). A fifth physically
covers their webcam, and the same number avoids popular social media networks and
websites.

19
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| make sure | enforce high privacy settings
on social websites and in my browser

| turn off location tracking within many of
the apps that | use on my mobile devices

| store all my most sensitive data on devices
which do not have access to the Internet

| use special software or add-ons that prevent
collection of my personal information by websites

| cover my webcam to prevent people
from hijacking it to spy on me

| use anti-theft services /
software on my mobile devices

| try to avoid using popular websites like Google and
Facebook because of the info they gather about me

39%

34%

28%

22%

20%

18%

18%

When it comes to protecting online accounts, half of those surveyed believe online banking
sites are most in need of a secure password (54%), followed by email at 44% and online
shopping sites at 33%. Just 29% of respondents felt that secure passwords were a priority
for online payments systems.

Online banking
E-mail

Online shopping

Online payment systems / wallets
(e.g. Paypal, Google wallet, Skrill)

Social media sites
(e.g. Facebook, Twitter etc)

21%

54%
53%

44%
43%

38%
29%

29%

Online data storage . 8%
(e.g. Dropbox, iCloud etc) 7%
# @ 7%
Online gaming 6%
Instant messaging / video callin 6%
(Skype, Google Hangouts, etcg 7%
Other service 4% M Most In Need Of Secure Passwords
4% ¥ Personally Most Important

However there are signs that messages about the need for secure passwords, and what
constitutes a secure password are starting to get through. For example, passwords are now
generally longer and comprise a greater mix of lower and upper case letters and numbers.
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3%

Combination of letters and numbers _ 66%
13%

Use UPPER and lower case letters _ 46%

Use non-alphabetical /numeric characters _ 37%

Avoid using dictionary words or names - 14%
Substituting numbers for letters - 12%
Creating passwords based on a mnemonic etc. . 9%
Spelling words backwards . 7%
Some other technique I 2%

None of these 12%

62%

10%
Typical Character Length
Longer than 20 characters
Between 13 and 20 characters

M Between 8 and 12 characters

M Fewer than 8 characters

Despite this, 23% of respondents have no more than five passwords for up to 20 online
accounts. This suggests that passwords are frequently re-used and rarely changed.

Further, a third of respondents are happy to share their password with family members and
half (48%) store passwords insecurely: on notepads, sticky notes or on their device.

In a notepad

On a paper / sticker that is stored
near the computer

Passwords are stored in the browser

Write down passwords in a file /
document on your computer

Passwords are stored on my smartphone
Passwords are stored by specialized software

| e-mail passwords to myself

Passwords are stored in an online,
cloud-based service

Other
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Section 6. Protecting other people

Up to two-thirds (61%) of those with older parents and grandparents who use the Internet
worry about their relatives’ safety online. Adults worry that older relatives may not know how
to protect themselves from malware (52%), online scams (50%) or theft (45%); and 25%
worries about their vulnerability in the face of contact from dangerous people they don’t know
and being exposed to explicit or inappropriate content.

Grandparents BEELA6% 45% 36%
Other Older s
Relatives 12% 34% 35%

B Use The Internet: Concerned For Their Safety
Use The Internet: Not Concerned For Their Safety
Do Not Use The Internet
Do Not Know/Not Applicable

The main concerns are;

Encountering malicious software / viruses 52%

Being the victim of an online scam involving

fake websites / fake e-mails 50%

Losing money from having financial details

stolen (e.g. through fake websites, e-mails) 45%

Falling for fake prize draws /

. # 0,
investment schemes etc. online 38%

Being spied on by malicious software /

programs installed on their computer 3%

Communicating with dangerous strangers 25%

20%

Seeing inappropriate / explicit content online

22
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Half of parents believe that online threats to their children are increasing — but a fifth does
nothing to keep them safe.

According to parents the greatest online threat facing children is exposure to inappropriate or
explicit content: a worry for 45% of parents and experienced by 11% of children in the last 12
months. This is followed closely by concerns about contact with dangerous strangers (41%),
experienced by 8% of children, and the over-sharing of personal information (40%),
experienced by 6%. With the boundaries between the on- and offline world increasingly
blurred for many young people, it is not surprising that a top concern for 36% of parents is
that children might arrange to meet in the real world an unsuitable person they had met
online.

A third (36%) worries that their children will become victims of cyber-bullying. Although just
6% believe that their children have been cyber-bullied in the last year, the real extent of
cyberbullying may be far higher. Three in ten (31%) parents feel unable to control what their
children see or do online, so could be unaware of any cyber-bullying affecting, or even
perpetrated by their offspring.

Seeing inappropriate / explicit content online 45%

Communicating with dangerous strangers 41%

Sharing too much personal information
about themselves online

40%

Becoming addicted to the Internet /
spending too much time online

38%

Encountering malicious software / viruses 37%

Becoming a victim of cyber-bullying 36%

Using the Internet to meet undesirable /
dangerous people offline

36%

Careless use of a computer resulting
in personal / other data loss for me

27%

Incurring unexpected bills through app stores /
social networks

25%

Nearly two thirds (61%) of parents with children aged under 18 living with them worry that
their children have uncontrolled access to inappropriate content online — but three quarters
(76%) of all parents have not installed parental control software that would help to mitigate
such risks.

The study also found that young people can unintentionally expose their families to risk by
inadvertently losing or sharing data or incurring costs, such as through in-app purchases.
Around a quarter of parents worry about this and 20% have experienced it. By the parents’
point of view, children experienced online for a 12 month period:
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My children have seen inappropriate
content on websites

1%

My children have accidentally deleted information /

data held on my computer 9%

My children have communicated with strangers /

untrusted people online 8%

My children have incurred an unexpected bill

> 6%
through an app store / social network

My children have been the victims of cyber-bullying 6%

My children have sent private / personal information

: 6%
about themselves to others online

My children have used my payment
details without my permission

5%

My children have accidentally shared information /
data held on my computer

4%

With a considerable amount of inappropriate, distressing and potentially harmful content
accessible through the Internet, it is disheartening to see that just under half (42%) of parents
believe their children learn more about the world from the Internet than they do from real-life
experiences.

I am concerned that my children have uncontrolled

access to inappropriate content online 61%

| am afraid that using the Internet can negatively 549
affect the health of my children @
Online threats to my children seem

to be increasing 55%

My children learn more about the world from the

. X 43%
Internet than they do from real life experiences

| feel that | do not have any control over what

my children see/ do online 30%

The survey shows that parents try to protect and support their children online by educating
them about potential risks (39%), limiting the amount of time they spend online (37%),
supervising their online activity (33%) and installing special software, among other things.

Supporters of parental control software welcome its ability to spot dangerous sites they might
otherwise miss (43%) and the reduced need for constant supervision (37%). Others feel that
it could discourage children from learning how to use the Internet safely (21%). One in ten
believes their children will see inappropriate content whatever measures are taken.
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Section 7. Risk: malware, identity theft and
financial incidents

Malware

Of the Internet-users surveyed, 45% had suffered at least one malware incident in the last 12
months, and 44% say they know of others who have been affected. 13% of those who had
been infected didn’t know how. Others acknowledged that they had been hit following a visit
to a suspicious or untrusted website or after installing a fake application.

One in six was infected through a message or storage device from someone they know and
6% became infected by visiting a genuine website that had been hacked. This highlights the
extent to which attackers are willing and able to exploit trusted personal relationships and
brands to spread their malicious software.

Mac Mobile
Desktop/  Windows
MacBook Device

Any Windows  Android iOS

Threat experienced Device B@ Device Device

Got virus / malware infection,

but not sure of the method 13% 89% 5% 1% 5% 0%

Device infected after visiting
suspicious / untrusted website

Device has been infected by a
virus after using a USB stick etc. 8% 78% 14% 7% 7% 2%
given to me by someone | know

Got malware infection due
to it spreading from another 7% 78% 16% 7% 7% 4%
infected device

Device infected after installing
a fake application which posed 7% 76% 19% 6% 7% 2%
as a legitimate one

Device has been infected by
a virus after opening an e-mail etc. 7% 71% 18% 11% 7% 2%
attachment from someone | know

Device has been infected by

a virus after opening an e-mail etc.
attachment from someone | do
not know

7% 74% 17% 7% 6% 3%

Device has been infected after
visiting a genuine website that had 6% 77% 14% 8% 9% 2%
been hacked

Any malware incident 45% 83% 13% 6% 6% 2%
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Different device types are vulnerable to different malware attacks. For example, 52% of
laptop and 46% of desktop users were unable to determine how they were infected,
compared to just 5% of smartphone users. In fact, infected fake apps were the top infection
vector for smartphones, accounting for 22% of all malware incidents. The top threat for
tablets appeared to be opening infected attachments from someone they know.

The most likely impact of a malware infection was reduced performance, with 35% saying the
device slowed down or failed to function properly. One in three (30%) found themselves
redirected to websites and advertising banners and 20% had unwanted software installed.
Around one in ten was hit by a more severe impact, including data locking (11%), encryption
and demands for a ransom (6%), the deletion of personal data (10%), fraudulent social
media posts (9%) and hacked webcams (6%).

35%

30% 30%

11% 12%

Device started Redirected to Unwanted Device/browser Device has been Personal data  Noticed actions
working worse / websites, software installed settings were blocked by a virus  was deleted from my social
operated slowly advertising on device after changed without / malware that media account

banners | didn't downloading my permission demands money without my
want to see music, software, to unlock it permission
videos etc.
mHappened to them
24%
mHappened to someone they know 199%,

11%

8% 6% % 6% 7% 6% 6% 7%
3%
1% o%

Personal data Personal fles \Webcam hacked ISP/ Internet Disciplined at Some other event No consequences

was leaked / were encrypted and used to providerhas  work (as device
stolen and ransom was secretly monitor blocked me  was used at work)
demanded to device user
decrypt them

One in three (33%) of all potential malware incidents resulted in financial costs, with the most
prevalent being the need for to pay for professional repairs, followed by the need to buy a
replacement device. The estimated average cost incurred was $160 US. This estimate does
not take into account the potential loss of valuable information, the risk of online accounts
being compromised or financial details being stolen.
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Paid for repairs 34%

Purchased AV software 30%

Paid to recover lost data 30%

Purchased a tool to help clean my computer 24%,

Replaced damaged components 23%

L 1

Replaced a damaged device 18%

Paid ransom for unlocking device /

decrypting data 16%

Other 1%

Intercepted identities

A third (36%) has been exposed to an identity threat and 25% say they know of others who
have been affected. Identity theft takes many forms but the basic approach remains largely
the same: pretending to be someone or something you’re not in order to persuade people to
reveal personal information such as names, addresses, account details, passwords and
other credentials.

Mac Mobile
Desktop/  Windows
MacBook Device

Windows  Android iOS
PC Device Device

Threat experienced Global

Receiving anonymous/unsolicited
email or social network messages 25% 79% 14% 9
with suspicious attachments/links

N
@
N
N
N

Receiving a suspicious e-mail
claiming to be from a social
network asking to send a
password etc.

14% 75% 18% 12% 9% 3%

Being redirected to a suspicious
web page asking to enter social 11% 75% 19% 9% 8% 2%
media / e-mail / game credentials

Any identity threat 36% 75% 16% 10% 8% 2%
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Traditional devices were more susceptible to identity theft approaches than mobile ones. Of
those respondents who experienced a threat, most encountered it on a laptop (50%) or
desktop (44%), with one in four being received on a smartphone. Around three quarters
(75%) were experienced on the Windows PC platform and 16% on Android devices; with iOS
devices accounting for 10% and Macs for 8%. The proportion of threats against Mobile
Windows devices was negligible.

Account hacking

A quarter (25%) of respondents experienced some form of account hacking in the previous
12 months and 32% say they are know of others who have been affected. Respondents
whose main device was an Android- smartphone or tablet were the most likely to be affected.

One in ten (11%) respondents discovered that their email or social media account had been
accessed or had the password changed without their permission, and 7% noticed that
someone else had obtained access to their online banking or shopping accounts.

In terms of impact, a third of those whose account had been hacked saw that unauthorized
messages had been sent from the affected account. Around a quarter found their accounts
being used for the distribution of malware through infected attachments (29%), or realized
that information had been deleted or stolen for some criminal purpose (26%).

Some posts / e-mails / status updates were sent
from my account without my permission

35%

Someone | know ended up clicking on a malicious link that _ 299
had been sent from my e-mail / social network account 2
My data was stolen and used for some criminal purpose 5
(e.g. identify theft, unauthorised transactions etc.) _ 26%
Personal details / data within my account were deleted _ 26%
after it was hacked °

Some other event . 3%

Financial Attacks

The number and range of financial threats is huge. As for identify theft, the attackers often
disguise themselves as a reputable organisation and rely on people’s trust and lack of
awareness.

48% have experienced a financial threat in the last 12 months, and 42% know of friends,
colleagues or family members who have been affected
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Just under a quarter (22%) had received an email claiming to be from a bank and asking
them to reveal personal or payment credentials, and 15% has received the same from an
apparent shopping site. 11% were redirected to websites asking for such information.75% of
those who experienced a financial threat encountered it on a Windows PC, while 18% of
Android device users were affected. Financial threats made through smartphones mainly

involved a direct approach by phone or email (30%).

Threat experienced

Receiving a suspicious e-mail
claiming to be from a bank asking
to send a password/other details

Global

22%

Windows
PE

Android
Device

12%

Mac Mobile
Desktop/  Windows
MacBook Device

iOS
Device

Receiving a suspicious e-mail
claiming to be from a shopping
site asking to send a password

15%

9% 8% 1%

Being redirected to a suspicious
web page asking to enter online
financial account details

7% 6% 3%

Approached by a suspicious
person over the phone / by e-mail
trying to obtain financial data

9% 7% 2%

A victim of some kind of online
scam / fraud and had money
stolen

11% 6% 2%

Lost money on payment cards as
a result of a retailer having their
security compromised

Entered details on a fake banking/
payment website

Victim of data leakage / loss by
financial organization

Had cryptocurrency (e.g. BitCoin) /
e-money stolen

Other incident involving potential
money loss (please state)

Any financial incident

Those whose money was stolen online suffered an estimated median loss of $283. Globally,
only around half (54%) of those affected managed to recover all their stolen funds, and a
quarter (23%) didn’t get any of it back.
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Section 8. Awareness of risk

Half (46%) of consumers believe they are not a target for cyberattack; and only 55% is
convinced that the number of threats to their online security is increasing significantly.

The study explored how consumers feel about their own cyber-safety. It found that despite
the fact that many people feel they are not of interest to cybercriminals, nearly three-quarters
(71%) are concerned that their personal data could be stolen and used by others. Two thirds
worry about the extent of online data collection, the data protection offered by organisations
they share their details with and the possibility of background malware collecting and sharing
information direct from their devices.

The data collection and privacy risks of new ‘smart’ technologies are an emerging concern
for 53% of respondents. Other concerns included the collection of location-based data, the
vulnerability of data stored on devices or being spied on.

I'm very concerned that my personal data can be _ 70%
stolen and used by other people B
| am concerned that websites and companies are _ 66%
collecting data about my activities online o
| am worried about the data security practices of companies _ 65%
that | give my personal / financial information to °

I'm concerned there might be some background programs / malware
on my device(s) that are collecting / sharing information about me

61%

The number of threats to my security online

is increasing significantly 54%

The value of the contents of my digital device (s) (e.g. photos, music,

videos etc.) is worth far more to me than the device itself. 53%

| am worried about my security / privacy being affected by 'smart' devices

which are being introduced (e.g. Smart TVs, cars etc.) 53%

| am worried that someone could watch me on my devices camera /
webcam without me knowing

49%

| am worried about government interference with what | do online
(e.g. from law enforcement, tax authorities etc.)

47%

Some of the data stored on my devices is so sensitive
that | wouldn’t want anyone else to see it

N
i
>

| am uncomfortable with sharing location information

with websites / applications 4%

| don’t believe security software is as essential as

L > 9o A 23%
implied by software companies its a gimmick

Awareness of current security risks

Of those aware of the top security issues, 68% worry about malicious software that can
gather data or passwords from a device and about online account hacking. This is followed
by concerns about financial threats targeting bank accounts (62%) and ‘phishing’ emails
(61%). Adware annoys 54%. The same proportion is worried about software exploits

Consumer Security Risks Survey 2015 v_Q
B2B International with Kaspersky Lab < M _D



attacking vulnerabilities in their devices’ software, although 24% admits to not really knowing
what a software exploit is.

Other possible security concerns explored by the study include malicious software trying to
access a device’s webcam, a worry for 52% of respondents; ransomware — malicious
programs that encrypt files and demands money to unlock them (a concern for 51%),
malware targeting mobile devices (51%), and pornware - malicious programs that download
explicit content without the user’s consent (48%).

Not everyone is worried, however. Between a fifth and a quarter of respondents who say
they are aware of each of the top security issues facing consumers today believe that there
is nothing to be concerned about.

Not aware or  Aware but not Concerned and

Threat partly aware concerned very concerned

Adware’ Programs that collect information about 0 ° °
browsing habits and launch ads - pop-up banners 7% 2% B4

Malicious software that tries to access o o o
your webcam 20% 28% 52%

Global online espionage campaigns 27% 27% 45%

Denial-of-service (DDoS) attacks on company
government sites causing temporary unavailability 29% 27% 44%
slowdown of websites

Pornware’ Malicious programs that downloads o o °
explicit content without the user’s consent 26% 204 04

Data interception when you use Wi-Fi 20% 26% 54%
Phishing e-mails / websites that try to collect 5 5 =
your details 1 26% 60%
Malware designed - targeted at mobile devices o 5 o
(tablets — smartphones) 25% 24% S1%
Software exploits Attempts to compromise your 259 209 54%

device using vulnerabilities in its software

Ransomware’ Malicious programs that
encrypts your files and then demands money 28% 21% 51%
to unlock them

Financial cyber-lthrefats targeting customer 17% 21% 63%
accounts resulting in monetary losses

Online account hacking 14% 19% 68%

Malicious software that gathers data intercepts o ° °
passwords on your device i e o8%
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A significant number of consumers are aware of large scale business- and political threats
such as global cyberespionage campaigns and denial-of-service (DDoS) attacks. This could
be due to an increase in media coverage of such incidents. Even though the risk and impact
of these threats may be far removed from consumers’ everyday lives, they are a matter of
concern to just under half of respondents (45% and 44% for cyberespionage and DDoS
respectively). Having said that, 28% were not entirely sure what global cyberespionage was
all about and 29% were unsure about DDoS attacks.

Worries about financial threats

People the world over worry about financial threats online and many respond with caution
when visiting banking and shopping websites they are unsure of. Two-thirds (65%) worry
about financial fraud, as well as their vulnerability when making payments online (54%).

This is leading many to look for evidence of additional security (59%), to avoid those sites
that have recently experienced a security incident (58%), and even to abandon an online
payment (43%). However, a significant and vulnerable proportion either takes no action
(31%) or assumes it’s the responsibility of their bank to recover any stolen funds (42%).

Just under half (48%) of consumers believe that the burden of online financial security is
shared between them and their bank, while a quarter (27%) feels it's their own responsibility
to keep their money safe online. However, most respondents agree that they would like to
see greater security in online transaction and banking channels.

| am worried about online banking fraud 65%

| would be inclined to choose an online store / financial services provider
that offers additional measures for protecting my financial details

59%
| would do everything to avoid using a bank / retailer that

- Lo 58%
had recently experienced data security incidents

| often worry about my vulnerability when purchasing

products/ making financial transactions online 54%

| would use online payments more often if | had

: : : ; h 47%
reliable protection for financial transactions

| have abandoned an online payment transaction in

S 43%
the past because it did not seem secure enough

In the event of losing money online, | assume that my bank
would reimburse the money without any problems

42%

I must admit that | do not tend to look for the security credentials
of websites that | enter my personal / financial details into

31%

Three quarters (72%) of those who conduct financial transactions online do so through a web
browser — and over half (52%) would welcome greater protection, as would a third (32%) of
the one in three consumers that now rely on mobile banking applications.
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Conclusion

The Consumer Security Risk Survey 2015 reveals the extent to which Internet-enabled
devices and online activities have become integral to the lives of consumers across the
world. However, the study also reveals a deep contradiction between what connected
consumers understand and fear and what they do regardless of those fears.

Many consumers underestimate how vulnerable they can be and behave accordingly: failing
to properly protect devices and data from theft or loss, or their families from online risks. Too
many people still don’t know how to spot a fake or compromised website or a fraudulent
approach for payment credentials.

Addressing this must be a priority. We need to educate and support consumers so that they
can fully appreciate how valuable their identity, information, and the data trail left by
everything they do online is to others, including criminals — and the responsibility they have
to protect this through passwords, anti-malware solutions, sensible online access and
behaviours.

To help achieve this important goal, this year’s study and report has focused not just on the
main Internet activities and security risks, but on the very real consequences of exposure,
loss, attack or infection, as experienced in the last 12 months by consumers across the
world.

Kaspersky Lab is committed to helping people protect what matters most to them. Not just
through its leading consumer security solutions, but through awareness and communication;
empowering people to make informed decisions about their own safety and that of the people
they care about. Together we can save not just the world, but your world.
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